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Definitions
• Participants of the H2O Consortium are referred to herein according to the following codes:
1. MUW. Medizinische Universitaet Wien
2. Charité. Charite – Universitaetmedizin Berlin
3. EMC. Erasmus Universitair Medisch Centrum Rotterdam
4. ICS-HUVH. Institut Catala De La Salut – Hospital Universitari Vall d’Hebron
5. KCL. King’s College London
6. KUL. Katholieke Universiteit Leuven
7. EPF. Form Europeen des Patients / European Patients’ Forum
8. I-HD. The European Institute for Innovation through Health Data
9. The Hyve. The Hyve BV
10. TEAMIT. TEAM IT Research SL
11. KUH. Karolinska Universitetssjukhuset
12. UniSR. Universita Vita-Salute San Raffaele
13. IKNL. De Stichting Integraal Kankercentrum Nederland
14. TAKEDA. Takeda Pharmaceuticals International AG
15. NVS. Novartis Pharma AG
16. ABBVIE. AbbVie INC
17. Lilly. Ali Lilly and Company Limited
18. MDT. Medtronic International Trading SARL
19. Pfizer. Pfizer Limited
20. ROCHE. F. Hoffman-La Roche Limited
21. SARD. Sanofi-Aventis Recherche & Development
22. JDRF. JDRF International
23. Trial Nation. Trial Nation
• Grant Agreement. (Including its annexes and any amendments) The agreement signed between

the beneficiaries of the action and the IMI2 JU for the undertaking of the H2O project (Grant
Agreement No. 945345).
• Project. The sum of all activities carried out in the framework of the Grant Agreement.
• Consortium. The H2O Consortium, comprising the above-mentioned legal entities.
• Consortium Agreement. Agreement concluded amongst H2O participants for the implementation
of the Grant Agreement. The agreement shall not affect the parties’ obligations to the Community
and/or to one another arising from the Grant Agreement.
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Abbreviations
Acronym
Abbreviation
DMP

/ Meaning
Data Management Plan

DoA

Description of the Action

DPIA

Data Protection Impact Assessment

EFPIA

European Federation of Pharmaceutical Industries and Associations

EHDEN

European Health Data & Evidence Network

EHR

Electronic Health Records

GDPR

General Data Protection Regulation

H2O

Health Outcomes Observatory (either national or central)

PRO

Patient Reported Outcome

PROM

Patient Reported Outcome Measure

SDC

Statistical Disclosure Control
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Abstract
This document is the first version of the Data Management Plan Deliverable 1.1 of the IMI H2O project.
Further updates are planned through the lifetime of the H2O project. The timetable for delivery is:
•
•
•

M06 – D1.2 – Data Management Plan v1 (including first version of master informed consent)
M30 – D1.9 – Data Management Plan v2 (including ethical approvals from the four Tier One Countries)
M54 – D1.11 – Data Management Plan v3

It is interpreted that this version (v1.0) of the DMP will focus primarily on intended developments in the
first half of the project, up to and including the setting up of the European and National Observatories as
legal entities, though it will note developments that are expected to occur in the rest of the project or
developments that are anticipated for entities that continue after the project is complete. Possible issues
with this later work will be noted, but not necessarily explored in depth.
The second version of the DMP will focus more on the remaining intended developments in the second
half of the project, but again with additional detail for the ongoing life of the European and National
Observatories.
The third version will consolidate what has been documented about project activities, but will also explore
in more detail possible issues or developments required for the continuing entities.
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1. Introduction
The mission of H2O
The IMI H2O project will deliver patient-centred, ethically and legally sound, extensible and permanent
national or regional Health Outcomes Observatories (H2Os) initially in four countries (Tier 1: Austria,
Germany, Netherlands, and Spain) for three diseases 1, which will be based on a hybrid model of both
federated and centralized data collection, management and analysis. A European-scale network of
outcomes-generation pipelines, outcomes evidence concentrators and outcomes insight comparison
and analysis tools to inform all levels of decision makers will be established: to convince and direct them
- and the public - towards the most effective and affordable value-based models and to maximise health
outcomes.
Patient Reported Outcomes (PROs) reflect the patient perspective in health outcome measurement and
are a solid basis for patient empowerment. In a true value-based and patient-centric model, patients
not only collect outcomes data, but also control, give access to, and use their health data in a meaningful
way. Patients who control their own personal health data, including PROs, will increasingly self-manage
their health and take an active role in the interaction with their healthcare providers.
The national and/or regional Observatories will operate under a governance model that will guarantee
that data are protected under jurisdictional data protection law. National Observatories will be aligned
with a pan-European umbrella Observatory to facilitate interoperability, guide reproducibility in other
countries, avoid fragmentation using a federated data management approach and promote the benefit
of measuring and using outcomes at regional, national, European and global levels.
The European and National Observatories offer an innovative framework to collect and analyse patientreported outcome data accurately and precisely. National Observatories will be connected in a federated
way to the pan-European framework. Analytic code will ‘travel’ to where the data are, and aggregated
results will be sent back to the stakeholder who wishes to answer a specific question or to track an
outcome.
We will actively encourage the model to spread to other countries beyond those involved in the current
project by creating the governance of the pan-European Observatory in a way that allows new
organisations to join. Key prerequisites for this expansion will be the willingness of new partners to ensure
harmonisation of outcome standards as well as other outcomes-relevant data and adherence to the
ethical and governance model for the management of data.

1

diabetes, inflammatory bowel disease (IBD), and cancer
© Copyright 2021 H2O Consortium
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The intended use of health data
The following diagram (Figure 1) illustrates at a high-level some of the ways in which data may be
collected by the National Observatories (steps 3 & 4) and aggregated datasets passed to the European
Observatory (step 6) for wider distribution (step 7):
A. PROs collected
directly by patients

B. Single large
healthcare
provider

C. Cluster of
providers or region

D. Registry or
bio-bank

1

2

3

4

5

6

7

Figure 1: H2O Data use overview

This diagram should be interpreted quite broadly in terms of the range of information and the precise
dataflows through which data may be gathered. The meaning of the numbered steps in the diagram is
as follows:
1.
2.
3.
4.
5.

Personal health data collections, usually identifiable, from a range of healthcare and research settings
Pseudonymised outcomes datasets, at patient level
Local analytic results
Aggregated results to be shared between localities or to the European Observatory
European and National Observatories may distribute queries to localities and receive aggregated results
for internal analysis or to approved third-parties/studies
6. European and National Observatories maintain summary datasets with analytic tools as a knowledge-base
for health outcomes
7. End-users have access to analytic tools and statistical results through a controlled environment

Within the blue ellipse which represents the controllership of the European Observatory (or its managing
entity) only aggregated data will be held (apart from personal contact details for key representatives of
the data collections recorded in the dataset register).
The next section of this document develops these exemplar dataflows in more detail.

© Copyright 2021 H2O Consortium
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A register of external data sources collected by the National Observatories (and aggregated into the
European Observatory) will be maintained and reported in a later project deliverable.

Detailed consideration of possible dataflows
H2O national Observatory data ecosystem
This section focuses on the data collection, flows and processing that is envisaged to take place via a
typical national Observatory, as conceived in H2O. In practical terms the different national Observatories
within the project may not implement all of these data captures and flows; additionally, these captures
and flows are likely to grow incrementally and iteratively. Specific approaches may also partially depend
on local and national priorities, opportunities and supporters, existing infrastructure and legislation, and
approvals.
The overall data ecosystem is shown in Figure 2 below, and then explained through a series of partial
diagrams. The data which the national Observatory holds (as a data controller or data processor) is
shown as two rounded rectangles along much of the length of the diagram.
The Observatory data pipeline is divided between two rectangles because it is our current understanding
that a legal separation may be required between the data intermediary role (being a data sharing service
provider) and the provider of data enabled services, (provided by data user) even though we intend both
to be not-for-profit. This will be explored further within WP1 and WP6.
Patient’s hospital
team

Provision of anonymised outcomes data, by federated querying

Identified data
Access to patient and clinician
generated outcome-related data

Pseudonymised data

Anonymised data portal

Aggregate data

Outcomes-relevant EHR data

Patient’s
GP

Local analysis

Anonymisation or aggregation

Pseudonymisation

Linkage
and
harmonisation

Existing outcome-related
data arrangements

Shared selectively with
national strategic bodies
and collaborating partners

Agreements

Patient reported outcomes
One-way or two-way
data enrichment

One-way or two-way
data enrichment

Patient

federated queries

Access and
SDC controls

Access to patient and clinician
generated outcomes
Added value services to patients
e.g. comparisons with pooled data

Other patient-identifiable
repository

Disease or other registry
e.g. cancer registry

H2O Europe

SME marketplace

= Patient-reported outcomes
= Other outcome-related data

= data flows subject to patient choice
= data flows subject also to institution agreement

Figure 2: H2O national Observatory data ecosystem
This figure and this document have been written with the assumption that data will be transferred
between repositories, but in some cases this might not be the case: federated (distributed) access may
at times be preferred.
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The first scenario that all of the H2O project
countries and sites anticipate implementing is to
capture outcomes directly from patients. This might
be through a mixture of applications and wearable
devices. These will be communicated securely with
the permission of each patient to the Observatory to
hold on behalf of the patient as identifiable data. With
the permission of the patient (shown here as green
ticks), these personally collected outcomes will be
made available, possibly through a web portal, to the
patient’s nominated clinical team within a hospital,
and/or general practice. It will be important that the
access is restricted to the individuals or teams with
whom each patient is willing to share their outcomes data, for example within a large hospital. These
patient-collected outcomes data flows are shown using green arrows. This type of data processing is
regarded as part of its primary use (i.e. provision of care) and is outside the scope of the Data Governance
Act (DGA).

The useful interpretation of outcomes also requires
clinical information about the patient’s health
conditions and status, and healthcare information
about pathways and treatments, and disease
monitoring information. Provided that (i) the patient
provides consent, (ii) the healthcare organisation
(red ticks) agrees for its data on that patient to be
linked, and (iii) it is technically possible to achieve
this connectivity within the project resources, a flow
of an agreed clinical dataset will also be
implemented, shown as blue arrows, and added to
the identifiable patient data held by the
Observatory. This dataset of outcomes-relevant
EHR data will be agreed at a consortium level, led by WP1 and WP2 in collaboration with the disease
teams. The deployed dataset and flows will inevitably also be subject to local negotiation and data
availability at each site. Because clinical data may come from more than one site, system or subsystem,
possibly using different patient identifiers, the Observatory may need to undertake some degree of
linkage, and some data model and semantic harmonisation in order to create a consistent longitudinal
record of outcomes-relevant data for each patient. This linkage may in some countries be undertaken in
the future by national eHealth competence centres through its national infrastructure.

© Copyright 2021 H2O Consortium
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A further scenario that may arise and needs to be
planned for, even if not implemented straight
away, is to connect with existing solutions at any
site that collect outcomes from patients. This
could be through an app that has been issued by
a hospital or general practice, from which data
flows between the patient and the clinical team
already occur. The national Observatory will ideally
negotiate to access a copy of this data, in order to
provide the most complete outcomes-relevant
data to each patient.

Patient’s hospital
team

Identified data
Access to patient and clinician
generated outcome-related data

Outcomes-relevant EHR data

Patient’s
GP

Linkage
and
harmonisation

Existing outcome-related
data arrangements

Patient reported outcomes

Patient

Access to patient and clinician
generated outcomes

It is possible that the national Observatory will
establish uni-directional or bi-directional links to
Identified data
other repositories of identifiable data, only with
permission of the patient, which may lead to a
mutual enrichment of data for the purpose of
patient care. These external databases might be
operated by public health agencies for preventive
health screening, by welfare or patient
organisations also collecting certain outcomes
from patients. It should be stressed that these
patient identifiable information flows will only be
implemented if the purpose of the data sharing is
consistent with the primary purpose of data collection at the data provider (for patient care) and if the
patient expressly wishes this to occur.
Patient’s hospital
team

Access to patient and clinician
generated outcome-related data

Patient’s
GP

Existing outcome-related
data arrangements

Outcomes-relevant EHR data

Linkage
and
harmonisation

Patient reported outcomes

Patient

One-way or two-way
data enrichment

Access to patient and clinician
generated outcomes

Other patient-identifiable
repository

The above diagrams all seek to enable a patient centric thriving outcomes ecosystem, enabling patients
and their clinicians to have the best possible outcomes-relevant information for joint decision-making
and care plan optimisation.

© Copyright 2021 H2O Consortium
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Patient’s hospital
team

Provision of anonymised outcomes data, by federated querying

Identified data
Access to patient and clinician
generated outcome-related data

Patient’s
GP
Existing outcome-related
data arrangements

Pseudonymised data

Outcomes-relevant EHR data

Pseudonymisation

Linkage
and
harmonisation

Agreements

Patient reported outcomes

Patient

One-way or two-way
data enrichment

Access to patient and clinician
generated outcomes
Other patient-identifiable
repository

Another important role of each Observatory is to analyse populations of patient outcomes-relevant data
in order to inform local, national and international learning for health system improvement and research.
In order to do this, the Observatory will implement a pseudonymised data repository, which will be the
main repository it uses internally for its analytics and to generate anonymised data sets for querying by
others. On this diagram another possible link is shown to an external data repository, such as a disease
registry, again which will only be implemented with the permission of the patient. In this case the
connection may serve a population health purpose rather than patient care.
A dotted arrow is shown connecting a hospital to this pseudonymised data repository. It is recognised
that in some cases a hospital may be willing to provide a pool of outcomes data without patient
identification, as part of an in-kind relationship with the Observatory. The details of this possibility will be
worked out later, so this is shown as a placeholder for further exploration.
Given the possibility that the Data Governance Act and a subsequent EU health-specific Regulation may
introduce a separation of concerns between not-for-profit entities that are acting on behalf of the data
subject and health data holders (as intermediaries providing data sharing services), and entities that
provide data enabled services to a variety of stakeholders (even if they are also not for profit), the diagram
shows a separation between the identifiable data flows for care purposes and the pseudonymised data
ecosystem for data re-use, with pseudonymisation being undertaken by the left-hand sided entity. If
these do need to be separate legal entities, then a number of agreements will be required between them
in order to legitimise and safeguard the transfer of data (or query access) between them. These
agreements will be identified and developed later, should this need arise.

© Copyright 2021 H2O Consortium
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Most of the analysis undertaken on the data held by the national Observatory will require access to
anonymised information, not patient identifiable or pseudonymised data. Rather than creating a third
physical anonymised data repository, it is presently envisaged to apply anonymisation techniques on a
proportionate and risk assessed basis, depending on the type of analysis and the requesting
organisation, so that the data made available for different query and analysis purposes can be regarded
as being executed on an acceptably anonymised dataset. This is shown on the diagram as a door (a
portal) rather than another data repository.

The primary prioritised access that will be implemented in H2O is for federated query access by the
European Observatory. The kinds of queries that may be performed are under discussion and will be
elaborated in later deliverables. Access and disclosure controls including statistical disclosure controls
(SDC) will be applied as part of the anonymisation process.

© Copyright 2021 H2O Consortium
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The Observatory is also expected to undertake analyses of the national level data that it holds and the
data located at the hospitals through federation, in order to generate various kinds of insight that are of
interest to national stakeholders such as healthcare funders and policymakers, public health agencies,
regulators, professional and patient organisations. The business model for these relationships is the
subject of other deliverables being developed in parallel to this one.
Patient’s hospital
team

Provision of anonymised outcomes data, by federated querying

Identified data
Access to patient and clinician
generated outcome-related data

Pseudonymised data

Anonymised data portal

Aggregate data

Outcomes-relevant EHR data

Patient’s
GP

Pseudonymisation

Linkage
and
harmonisation

Existing outcome-related
data arrangements

Local analysis

Anonymisation

Shared selectively with
national strategic bodies
and collaborating partners

Agreements

Patient reported outcomes

Patient

One-way or two-way
data enrichment

One-way or two-way
data enrichment

federated queries

Access and
SDC controls

Access to patient and clinician
generated outcomes
Other patient-identifiable
repository

Disease or other registry
e.g. cancer registry

H2O Europe

It is recognised and intended that H2O will stimulate the marketplace for tools to capture health
outcomes and smart apps to present useful insights and guidance back to patients. Stakeholder
consultations with patients and citizens have highlighted that a feature that would be of great interest is
to compare an individual to aggregate information about similar patients. It is therefore envisaged that
the national Observatory will stimulate the marketplace for such products. It will make these aggregate
patient profiles of outcomes-relevant insights available under license and through a suitable business
model, to the marketplace to deliver added value services to patients. This is an example of a win-win
strategy that is discussed in other deliverables.

Possible future considerations
There are a number of possible additional flows as well as restrictions on dataflows that may be
considered in the future, both within the period of the H20 project and also beyond the project once the
Observatories are established. It may also be that some of these approaches are possible in some
member states because of the specific legislative framework or local infrastructure (including national or
© Copyright 2021 H2O Consortium
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regional ICT) but not in others.
Some of these aspects to be addressed in future versions of this Data Management Plan are:
•

•
•
•

Whether anonymised extracts of micro-data may be shared within strict contractual
arrangements (including appropriate security and access controls) for specific purposes by the
national Observatories (and with prior agreement of data providers, including patients
themselves);
Whether Observatories may be able to release for open access restricted ‘data cubes’ of
aggregated data, possibly subject to SDC controls;
Possible interaction with the planned European Health Data Space;
Exactly how patient choices will be applied in terms of interaction through the national
Observatory for the purposes of direct care, especially in terms of maintaining adequate records
and ensuring that the patient is not put at any additional risk (it is not for this DMP to consider
how other parties manage this clinical risk).

H2O European Observatory data ecosystem

Figure 3: H2O European Observatory data ecosystem

The European Observatory will primarily hold data that has been derived from its network of national
Observatories, through secure federated querying, which will give rise to aggregate data sets that the
European Observatory will cumulatively store in order to provide the latest outcomes and outcomesrelevant insights and to be able to track trends over time. In order to be useful to its anticipated
stakeholders, this data will include some geographical and possibly organisational specificity, but
disclosure of organisational level detail may be highly restricted.
It is considered possible that certain patient-level data extracts will also be collected by the Observatory
from its national network. These must be robustly anonymised data. This scenario is included in case
certain statistical analyses of the impact of certain care interventions on outcomes, and value-based
© Copyright 2021 H2O Consortium
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calculations, can only be performed on individual level data. It is by no means certain that this individual
level data analysis will need to be undertaken at the European level, so this possibility should be seen as
a placeholder for further discussion.
An important part of the sustainability business model is that the European Observatory will act as the
contact point and main client for industry and public body research investigation requests involving
outcomes-relevant data. The European Observatory will develop the necessary research and data
processing protocols, and liaise with its national Observatory contacts to obtain the necessary approvals
and then to execute these investigations. It is not clear yet what data flows and data sharing agreements
may be required for these kinds of research studies, which will be the subject of later elaboration. The
business models and business planning, including the promotion strategy, for these contracted research
investigations are being developed in parallel.
The Observatory will play an important role in generating insights at a European level and with potential
country specific or region-specific detail for more restricted audiences. Apart from providing specific
insights, the European Observatory will also play an important role in promoting the value of outcomes
measurement in general, and of the collection and use of outcomes information at different levels of
granularity across different stakeholders. These messages may be promoted by publicising certain
emerging evidence, and by producing educational resources that are disseminated through a diversity
of channels.
The business models and revenue models arising from the generation of knowledge insights, dashboards
and monitoring trends, educational resources and events, are the subject of other deliverables. For the
purposes of this data management plan, it is not anticipated that any of the information made available
through these channels would be personal data about patients or healthcare professionals or other
individuals. However, it could be potentially sensitive because it may contain information about the
performance of organisations and countries, requiring information security protection, access controls
and policies. These assets will also require intellectual property protection and appropriately framed
licenses to enable the agreed business models.
Finally, a scientific channel is shown on the diagram between the Observatory and standards bodies
such as ICHOM, since the Observatory will likely be in a good position to provide feedback on the
successful use of existing standards, issues that might require standards revision, and new candidate
outcomes measures for consideration in future standards.

© Copyright 2021 H2O Consortium
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The overall information flows could also be shown as follows:
Local
Catalogue

Large healthcare
provider

Inpatient

Cluster of providers
or regional collator

Austria

Registry or
biobank

Dataset catalogue entries

Central
Catalogue

Catalogue query results

Outpatient
Germany

PROM collection
through a provider

Aggregate dataset results
European

Distributed query requests
Specific
local
collections

PROMS may be
directly collected by
HOO from patient,
but will need links to
EHR and other data

Specific
local
collections

Netherlands

Spain

Distributed query results

Central
aggregated
datasets

Local PROM
& related
datasets

Implications for the European Health Outcome Observatory
There will be statistical disclosure controls, e.g. over small cell-counts in tables, to ensure anonymity and
to prevent possible reconstruction attacks on extracted statistics.
Further, the design of the European Observatory will be mindful of the release of possible performance
statistics that may create disincentives for participating institutions or countries, who may suffer
reputational damage if figures are suddenly available or are taken out of context (perhaps because of
different reporting requirements). It is suggested that for this reason that some statistical reports are
embargoed (perhaps for 3 or 6 months) both to allow data to stabilise as well as allow institutions to
analyse the results themselves and discover what is happening.
Equally, comparative results may need to suppress the identities of individual institutions in published
results (though should be available to an individual institution to show how it compares with other
anonymised institutions).
However, the comparative statistics are likely to be the most tangible benefit of results from the European
Observatory, so the risks should be managed but such reports not wholly suppressed.

Possible patient choices
Clearly, as noted above National Observatories will have to adapt to their home country’s health
information infrastructure, including existing mechanisms, nationally or regionally, to collect PROMs, so
there will be a number of opportunities or constraints on how data could actually flow – and hence what
patient may be able to choose. There may also be member state regulation or local healthcare options

© Copyright 2021 H2O Consortium

16

945345 – H2O – D1.2

that need to be respected 2.
However, some of the fundamental choices would be:
•
•

•
•
•

•
•

To simply ignore any PROM initiative - trivial
To visit an Observatory website or that of the H2O project
o So may be tracked (anonymously) on the web-site for web-site analysis or other ‘marketing’
purposes
o Would be offered ‘cookie’ options, so may or may not create relevant cookies
To register on an Observatory website to investigate further what options are or to receive invitations or
newsletters
(if registered)
o to see what care providers (integrated with the Observatory) are in the vicinity and
o to see what PRO surveys or questionnaire might be completed
to choose to sign-up with the Observatory for PRO purposes
o provide ‘proof of identity’ information to be sent to linked care providers for identity assurance
 Level-1 – to allow PROM data from patient to be linked to their EHR
 Level-2 – to allow private EHR data (in whole or in part) to be passed back to patient
o provide basic details concerning relevant conditions (to complete PRO forms)
o select Observatory care providers with whom to share information
o set broad Observatory data-sharing controls [to be elaborated during the project]
(if signed-up)
o To suspend involvement (including data-flows)
o To stop further involvement
To make a formal GDPR rights request, including complete deletion or requesting a copy of information
held or provided by the patient

Master Informed Consent
It is not possible to fully define what consent will be required for all sources of PROM information that
may be sought or intended to be received by the European and National Observatories as the actual
sharing of information for research will often be an ancillary purpose to the original collection purpose.
However, it is clear that there are two main elements: the information provided to patients for their
consent and the terms of the consent to share (at least part of) the information with the H2O network.

Information to patients
GDPR Articles 13 & 14 have explicit requirements where ‘personal data’ is to be shared, though data
shared with the European Observatory will only be in aggregate form so GDPR requirements will not
apply. However, in ethical terms, open information and transparency is to be desired whatever the format
of the data being shared.
The information to patients must make clear:
•
•

The intended purposes of the data-sharing
The intended recipients: the treating care providers (as accepted by the patient), the National
Observatory, the European Observatory, and through them (in anonymised or aggregate form)

For example, (though no longer in the EU), England provides a ‘national data opt-out’ whereby patients can
request that their ‘confidential patient information’ is not used for ‘research and planning’

2
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•
•

academic and healthcare researchers for health research
The nature of the data shared
How long it will be retained – indefinitely by the European and National Observatories and (in its
original form as against an analytic dataset) only during the period of any proposed study.

It is recommended that the original patient information materials include at least this information about
potential sharing with the H2O network, tailored to local language and circumstances:
Suggested text for patient information concerning possible data-sharing with H2O network
It is intended that [with your consent] your [identified/de-identified] information will be shared with
[Name of national Observatory] managed by [Name of managing entity for National Observatory] for
healthcare improvement and health research. More information is available about the use and
protection of patient data by [Name of national Observatory] is available at [hyperlink to national
Observatory website].
[Name of national Observatory] will also share aggregated or tabulated information from its data
collections with the [Name of European Observatory] managed by [Name of managing entity for
European Observatory] for the purposes of healthcare improvement and health research. This will
allow a wider comparison of treatments across Europe. Individuals cannot be identified from the
information shared. More information is available about the use and protection of data by [Name of
European Observatory] is available at [hyperlink to European Observatory website].
It is unlikely that you will personally benefit directly from the research involved, but patients in the future
should gain more effective and personalised health treatment.
The hyperlinks identified in the box should be to the relevant National Observatory website and to the
European Observatory website (or H2O website in the interim).
Where data will only be shared in aggregate or anonymised form then there may be no legal requirement
to gain consent nor to provide specific reference to likely H2O use, though such use should be apparent
though perhaps in the context of wider use of aggregate or anonymised information without consent for
research use.
Terms of consent
It is considered appropriate to offer the choices:
1. Not to share information with European and National Observatories
2. To share information only with national Observatory (and not the European Observatory)
3. To share information with national Observatory and onwards to the European Observatory
for the purposes of healthcare improvement and health research. These options sit alongside any primary
or other consent for data use.
Where data will only be shared in aggregate or anonymised form then there may be no legal requirement
to gain consent for this purpose

Technical considerations for recording the consent status
It is likely that over time different variations of the consent terms will be defined and implemented. It is
important that the original expressed wishes of patients are respected, even if it means that less
© Copyright 2021 H2O Consortium
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information may be available for research purposes – even if otherwise legally permitted.
This means that a ‘consent definition’ will need to be version controlled, detailing both how data may be
used and to whom if may be further released and in what format and for what purposes as well as the
actual texts used for ‘information’ and for the ‘consent’ itself.
It will be necessary to manage such ‘consent versioning’ both at the European Observatory level and at
each national Observatory level. National Observatories will need to apply sub-versioning against the
European Observatory consent versions to reflect local language and publication variations (perhaps
where the local language translation proves to not exactly reflect the European Observatory version3 and
so needs to be revised).
Where no consent is deemed to be required (either that no consent is required for Observatory collection
purposes because of the nature of the data shared or that the specific purposes of the data-sharing from
the Observatory do not require consent) then a ‘null’ consent would need to be recorded or applied
(probably set as a version ’00.00’).
This is a particular concern of T2.3 – the consent management system.

Existing consents
Existing data collections may already have gathered data under comparatively broad consents which
would cover data-sharing within and from the H2O network for the intended purposes. This would mean
that no further consent is required, but would still need to be managed as a specific (local) version of
consent and passed to the European Observatory as an equivalent version of consent (likely latest current
European Observatory version as long as comparable).

Legal uncertainties
The proposed new EU Data Governance Act (DGA) introduces some uncertainties over the possible
scope of ‘consent’. It appears to allow a broader scope for patient consent than some interpretations
of the GDPR requirements for ‘explicit consent’ to be ‘specific’.
In particular, the European Data Protection Board states 4 that "a service may involve multiple processing
operations for more than one purpose" though "the data subjects should be free to choose which
purpose they accept, rather than having to consent to a bundle of processing purposes". Further it
states: "If the controller has conflated several purposes for processing and has not attempted to seek
separate consent for each purpose, there is a lack of freedom. This granularity is closely related to the
need of consent to be specific.".
This leaves open the question of what constitute distinct ‘purposes’ which must have separate consents
and what may be considered a possibly broad single ‘purpose’ with a single ‘consent’. It is possible that
the DGA will actually help resolve some of this as long as this issue is explicitly addressed there.

3
4

Likely to be phrased in English for ease of translation into local languages.
WP259 ‘Guidelines on Consent under Regulation 2016/679’ as Article 39 Data Protection Working Party
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Equally, the DGA states that non-personal data that is subject to the rights of others should not be
transferred from an EU country to a so-called 'third' country outside of the European Economic Area
unless "appropriate safeguards" are in place to "ensure the protection of fundamental rights or interests
of data holders". This notably complicates questions over sharing of even aggregate data (being nonpersonal, but possibly being subject to the rights of the individuals in the population concerned).

Other DMP matters
Section 3 provides an update to the responses given to the stage two proposal ethics review as a final
section in this deliverable.
Finally, as required by IMI, the partners confirm here that they will seek always to publish scientific material
in open access journals, paying the open access fee if necessary.

Other aspects to be considered
A number of governance issues need to be considered by the H2O Managing Board:
•

How will requests for access to data be controlled?
o At national Observatory – particularly if release of micro-data is to be considered in the future
o At European Observatory – how best to manage potential privacy risks to aggregated data

•

Proposed new EU Data Governance Act (DGA) and how this may affect organisational structures

Possible ways forward will be developed in preparation for the next two versions of the DMP (D1.9 –
M30 and D1.11 – M54) and will be present to the H2O Managing Board.

© Copyright 2021 H2O Consortium
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2. The Data Management Plan – Data Catalogue
Data Summary
H2O seeks to establish four national Health Outcomes Observatories as well as a central coordinating
European Health Outcomes Observatory. This project will initially focus on the three disease areas of
diabetes, inflammatory bowel disease, and oncology.
The main goal of the project is not to generate research data per se but rather the creation of frameworks,
networks, tools, and best practices to enable PRO data to be collected and used as widely available as
possible within governance and legal constraints. It is primarily a ‘platform framework’ project to enable
the creation of the Observatories rather than to perform the activities of the Observatories as such.
The project will implement both a data catalogue and a platform for sharing aggregate statistical results
from PRO and outcomes-related data held by hospitals and within national repositories for the purposes
of healthcare research. This version of the DMP will consider only the data catalogue collections at this
stage. Future versions will add additional DMP section to consider the likely operations of the
Observatories as collectors and disseminators of healthcare and PROM data.
Aspect
purpose of the data collection/
generation and its relation to the
objectives of the project

Response/explanation
The objective of this aspect of the project is to develop a
data catalogue of possible sources of PRO-related data
which may be collected by the national Observatories for
the purposes of healthcare research within the scope of the
H2O project
types and formats of data Only catalogue (including personal contact details) entries
generated or collected by the will be held by the H2O project itself.
project
Individual-level data may be held at the National
Observatories but subject to their own governance model
as it may develop
Any re-use of existing data and The project will not involve any direct data collection, so
how this will be done
data re-use is only the use of data catalogue entries
The origin of such data
A range of potential data providers to the four National
Observatories and hence to the European Observatory
Expected size of the data
[not known at present]
Likely users of the data
Health research centres and regulators
In the tables below, derived from the Horizon 2020 structure for Data Management Plans, greyed cells
are not applicable to this aspect of the project, though may be relevant for actual data collections (which
will be developed in later versions of the DMP).
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FAIR data
This aspect of the project (the Data Catalogue) will/will not be providing FAIR datasets
Making data findable, including provisions for metadata

Aspect
Are the data produced and/or
used in the project discoverable,
identifiable and locatable by
means
of
a
standard
identification mechanism
What standard identification
mechanism used (e.g. persistent
and unique identifiers such as
Digital Object Identifiers)
Is meta-data available through
catalogue?
Can meta-data be used for
search?
naming conventions used
Clear versioning supported?
Additional keyword
search
supported?
What metadata will be created
using which standards?

Response/explanation
Yes – through the data catalogue
It is possible that the data catalogue may be supplemented
by statistical results from the original data source
HL7 FHIR, LOINC, SNOMED CT, OMOP CDM

Yes
Yes
Following HL7 FHIR and OMOP/OHDSI
Yes – to be developed
Yes – to be developed
Metadata required by HL7 FHIR and OMOP/OHDSI

Making data openly accessible

Aspect
Will data be made openly
available as the default?
Which datasets will NOT be
openly available and why?

Response/explanation
Yes – once the data catalogue has achieved a sufficient
level of maturity and range of sources
While the ultimate intention is that datasets should be as
widely available as possible, this will be developed in a later
version of this DMO.

Aggregated data from the original data sources may be
available - subject to consent and purpose
How will the data & meta-data Through federated queries over standardized repositories
be made accessible (e.g. by
deposition in stated repository)?
If known repository, what New repositories
arrangements explored?
If project-specific access, then: To be developed
??
− Data Access Committee
− Any conditions for access Subject to meeting limitations of consent & declared
(i.e. a machine readable purpose; adequate security and governance controls
license)
What methods or software tools
will be needed to access the
data?
− Documentation
for
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Aspect

Response/explanation

software
− Availability of software
Institution and researcher vetting
process/procedures – describe
Making data interoperable

Aspect
Are the data produced in the
project interoperable
If not, explain why not
Data
and
metadata
vocabularies,
standards or
methodologies used
Standard vocabularies used
Mappings from uncommon or
project-specific ontologies or
vocabularies to more commonly
used ontologies

Response/explanation
Yes
HL7 FHIR and OMOP CDM
LOINC, SNOMED CT, ICD and others
Yes. As part of ETL processes to OMOP and/or FHIR
repositories

Increase data re-use (through clarifying licences)
This project seeks to make better use of data from ‘control’ cohorts rather than to make data more
generally available. However, that may be a possibility for future development if this approach proves
successful.
Aspect
Response/explanation
Will data be available for onward Yes – but only in aggregate form 5
data-sharing/re-use?
Approach to data licensing for ??
onward use
Likely date for data availability for ??
onward use
Explain any restriction on date of
availability
Possible restrictions on onward Subject to meeting limitations of consent & declared
data-sharing
purpose; adequate security and governance controls
Data retention policy (including For duration of study only
availability for data-sharing)
Description of data quality ??
assurance processes

Allocation of resources
Aspect
Response/explanation
Estimated project costs for None. Inherent aspect of the project.
making data FAIR
Data management responsibility WP 1 – Partner i~HD leads on this
across the project

5

Other arrangements may be explored in future versions of this document.
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Aspect
Response/explanation
Resources required for long To be developed as part of business model, T1.1 & T1.2
term preservation (costs and
potential value, who decides
and how what data will be kept
and for how long)

Data security
Aspect
Data security measures used
(including data recovery as well
as secure storage and transfer
of sensitive data)
Where data will be safely stored
in certified repositories for longterm preservation and curation,
provide detail

Response/explanation
Wide range of common information security measures (i.e.
to ensure confidentiality, integrity and availability) as well as
data protection measures (role-based access control,
pseudonymisation, aggregation).
Whole purpose of H2O project is to develop such
repositories

Ethical aspects
Aspect
any ethical or legal issues that
can have an impact on data
sharing
references to ethics deliverables
and ethics chapter in the
Description of the Action (DoA) –
if relevant
Questionnaires dealing with
personal data

Response/explanation
Declared purposes and form of data-sharing as part of
consent (where relevant)
WP1: Governance-sustainability-capabilities; particularly
T1.1 and T1.3
Deliverables: D1.2, D1.5, D1.9, and D1.11

Yes – Locally but not centrally.
While National
Observatories may collect personal data, this will not be
available except in aggregate form to the EU Observatory.
How is informed consent for To be developed
data sharing and long term
preservation sought in such
questionnaires?

Other issues
Aspect
Response/explanation
Use of other national/funder/
sectorial/
departmental
procedures
for
data
management
Potential for misunderstanding
of the limited scope of H2O in
terms
of
providing
only
aggregate data
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3. Consideration of the Ethics Review
Human research
The Ethics Review includes a number of Post-Grant requirements, mainly concerning the research
activities in WPs 3-5. In particular it requires:

The consortium must also confirm that templates of the informed consent forms and information sheet
(in language and terms intelligible to the participants) have been elaborated and are kept on file.
They must be provided to IMI JU upon request. These must be country-specific, disease specific and
age-specific. Separate templates must be provided for different kinds of participation, e.g. interviews,
disease-specific focus groups, core data set evaluations. They must accurately describe what
participation in the project entails for each category of participants, in clear and understandable
language, what kind of data will be collected from them, the method to be used for this collection (app,
wearables etc), and whether or their Electronic Health Records (EHR) will be accessed depending on the
country (task 2.3). They must also include reference to long-term data retention and sharing.
In general terms, these are no more than standard requirements for research activities involving humans.
However, the phrasing ‘country-specific, disease specific and age-specific’ should probably not be overinterpreted. The template must reflect any legal requirements of the countries involved and respect the
relevant national languages. Equally, they should reflect any adaptations or implications for different
disease conditions as well as being written in terms suitable for different ages and reading abilities,
including, where possible, for those with poor reading skills. It would not be a requirement to create
different versions in order to be ‘specific’ where there is no intrinsic difference for patients or members
of the public, so if the surveys or questionnaire instruments are not ‘disease-specific’ then there would
be no need for ‘disease-specific’ leaflets as such. However, within the project itself, it is indeed the
intention to explore such variations between the three chosen disease areas, so leaflets may well have
to be ‘disease-specific’, though in the developing of future materials this may not always be the case.
This note is intended purely as a caveat in this regard.

Data Protection
The Ethics Review imposes a number of specific requirements in respect of Data Protection:
#
1.

Requirement
The concerned consortium members must check and
confirm to IMI JU if special derogations pertaining to the
rights of data subjects or the processing of genetic,
biometric and health data (in relation to the use of wearable
devices and tracking) have been established under the
national legislation of the country where the research takes
place and provide a declaration of compliance with
respective national legal framework(s).
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No
notification
is
required
immediately though the consortium
must review the legislation in each
of the 4 countries to check if any
relevant derogations are in place at
the time any research activities are
to start
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#
2.

3.

4.
5.

6.

7.

8.

9.

10.

Requirement
The consortium members must confirm that they have
appointed a Data Protection Officer (DPO) and the contact
details of the DPO are made available to all data subjects
involved in the research. For the members of the
consortium not required to appoint a DPO under the
General Data Protection Regulation a detailed data
protection policy for the project must be elaborated and
kept on file. It must be provided to IMI JU upon request
A description of the technical and organisational measures
that will be implemented to safeguard the rights and
freedoms of the data subjects/research participants must
be provided.
A description of the anonymisation/ pseudonymisation
techniques that will implemented must be provided.
In case personal data are transferred from the EU to a nonEU country or international organisation, confirmation that
such transfers are in accordance with Chapter V of the
General Data Protection Regulation 2016/679 (GDPR),
must be provided.
In case personal data are transferred from a non-EU
country to the EU (or another country), confirmation that
such transfers comply with the laws of the country in which
the data was collected must be provided.
Detailed information on the specific data protection
informed consent procedures in regard to data processing
must be provided prior to the start of the research activity
raising ethics issue, in case this is not addressed in the
informed consent procedures for human participants.
The consortium must confirm that the specific data
protection informed consent forms and information sheets
(in language and terms intelligible to the participants) are
kept on file, in case this is not addressed in the informed
consent procedures for human participants. They must be
provided to IMI JU upon request.
In case of data not publicly available, the consortium must
confirm that relevant authorisations have been obtained
prior to the start of the research activity raising ethics issue
and that they are kept on file. They must be provided to
IMI JU upon request.
In case of further processing of previously collected
personal data, an explicit confirmation that the concerned
consortium member has lawful basis for the data
processing and that the appropriate technical and
organisational measures are in place to safeguard the
rights of the data subjects must be provided. Relevant
authorisations must be obtained and kept on file. The
documents must be provided to IMI JU upon request.
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Response/Notes
[to be actioned within the PMO and
kept on SharePoint]

In this and subsequent versions of
the DMP
This will be detailed in later versions
of this DMP
Only aggregated data will be
available outside each National
Observatory
Not applicable

This will be detailed in the research
proposals put forward for Research
Ethics approvals
This parallels the requirement noted
in the section above

This will be detailed in the research
proposals put forward for Research
Ethics approvals
The consortium intends that each
Observatory will have explicit datasharing agreements, which will
include detail on the legal basis for
data-sharing, including consent
where appropriate.

26

945345 – H2O – D1.2

© Copyright 2021 H2O Consortium

27

945345 – H2O – D1.2

ANNEXES
Annex 1 – Suggested information for European Observatory website
This may be adapted and use as a basis for the National Observatories, though would need extensive
customisation and localisation to cover local controls and data exchanges.

Project/Observatory description
The H2O project/European Health Outcomes Observatory aims to give European patients a bigger and
more influential voice in their own individual health care decisions and treatments. We will do so by
providing patients with digital tools which will allow them to report their symptoms in a standardized
manner, communicate with their physicians and other healthcare providers and align on the right course
of action.
In addition to empowering patients, the H2O project is designed to enable a value-based approach in
healthcare systems, improving their sustainability by helping them optimize care delivery and the use of
their resources around outcomes that matter to patients.
The H2O project will set up independent organisations – the observatories – in four European countries
(Austria, Germany, the Netherlands and Spain), initially focused on diabetes, inflammatory bowel disease
and oncology as well as a Europe-wide Health Outcomes Observatory, which will coordinate activities
and dataset catalogues from the various regional observatories as well as gathering aggregated statistical
data for comparison across member states.
These observatories will provide integrated information on patient outcomes for patients and their
healthcare providers for use in clinical care. H2O aims to eventually launch further observatories
throughout Europe, covering many more disease categories.

What data is held, how processed, for what purposes and to whom provided
The European Health Outcomes Observatory holds the master catalogue for datasets utilised across its
network – not all of these datasets may be available through the network itself, either at the central
observatory or the various national observatories.
This catalogue may include personal contact details for key personnel at the organisations collecting the
original data. This ‘personal data’ (typically an email address) is only made available through the public
catalogue where the Observatory has been instructed by the dataset controller to use this email address
as a public contact mechanism. A generic ‘mailbox’ account is normally the preferred option as a public
contact email address.
Other personal contact details may be used administratively by the observatories in order to
communicate effectively with the organisations concerned. Again, these details will be those the
observatories have been instructed to use. The observatories will be happy to remove or correct any
contact details that are incorrect.
The European Health Outcomes Observatory may also hold aggregated or tabulated data received
through the national observatories from the original dataset providers (which may include the national
observatories themselves) alongside the main catalogue information. This information may be made
© Copyright 2021 H2O Consortium
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available to registered and approved healthcare researchers for specific studies. Some of the statistical
information will also be published to inform patients and the public and to aid international comparisons
of likely health outcomes.

Your rights and other formal details
The controller for the data held by the European Health Outcomes Observatory is [name of managing
entity]. The contact details for their Data Protection Officer are:
Address [address]
Telephone: [Telephone]
Email:
[Email]
The only personal data which the European observatory processes may be contact details as part of its
dataset catalogue which it uses to manage communications with the dataset provider and to provide a
direct contact to the data provider for the users of its dataset catalogue. The provision of these details
are entirely optional and are covered by the following legal bases under GDPR:
•
•

•

Article 6(1)a – the person has given their consent to processing – applicable where the individual
has given the details themselves
Article 6(1)b – the processing is necessary for the performance of the (implicit) contract that the
Observatory will list the data provider organisation in its catalogue and provide contact details in
its published version and will retain internal contact details so that the catalogue entry can be
properly maintained
Article 6(1)f – the processing is necessary for the purposes of the legitimate interests pursued by
the controller – in order to maintain the catalogue and check any errors or updates with the
dataset provider

You may request that:
•
•
•
•

We provide information about the data we may hold about you – note that we do not hold any
personal data about patients – we only hold aggregate information on populations
We provide you with a copy of any information we may hold about you
We correct any errors in the information we may hold about you
We remove and stop processing any personal data we may hold about you – note we will not
necessarily delete information about the organisation as a data provider – only the contact details
that involve you

We do not use personal data for any automated decision-making.
You have the right to lodge a complaint with a supervisory authority either in your member state or that
of [name of managing entity]:
[Relevant Supervisory authority contact details]
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